Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 




12 



Firewall 




1/18 



f 



10 



16 



32 K- 



14 



f-26 Tap 



Coupler 



19- 



r 



30 



_£1 



28 



Coupler 



■21 23- 



IDS 

22 




-25 



TE 

24 



FIG. 1 
(Prior Art) 




FIG. 2 



Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L Gallatin 

Docket No.: 15436.204.3 



2/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



3/18 




TiUe: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



4/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L Gallatin 

Docket No.: 15436.204.3 

5/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry 0. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



6/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



7/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry 0. Poelstra, Robert W. Otis and Thomas L Gallatin 

Docket No.: 15436.204.3 

8/18 



to 

cx, 

o *T3 



O 



O 



o 



8 o 



i 



vO 



3 











PQ 





oo 

.tj ^ 





f 


From 
IDS 612 











1 


OO 

s 


o 





Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L Gallatin 

Docket No.: 15436.204.3 



9/18 



^ Start ^ 



Detect presence 
of data packet 
in buffer 646B 



■502 



If data packet present , 
extract one packet at a 
time from buffer 646A 
for analysis 



Detect presence 
of data packet 
in buffer 646B 



■504 



Packet size 



506-^ 


Analyze 




Update statistics 




data packet 


► 


table 



V 



CRC errors 



508 



Priority level 



■510 



Etc. 




522- 



Are there enough 
idles in data stream 
to insert data packet 
from buffer 646B ? 




Extract one packet at a 
time from buffer 646B 
and discard idles 



Shift packet into 
buffer 646C 



T 



Transmit packet to 
outgoing traffic to 
firewall 606 



End 



Store data packets 
in buffer 646B until 
enough idles are 
present 



Transmit idles 
and data packets 
to buffer 646C 



516 



■514 



-520 



V 



518 



FIG. 5D 



Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



10/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



11/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



12/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



13/18 




EEPROM 






cess ' 
iule « 


Mr 


— ► 


2 s 



CO 

a 

o 



Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy. Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



14/18 



801 



803- 



807- 



811 



813- 



Start ^ 



I 



Store incoming data 
from switch 702 in 
buffer 768A 



Analyze data in 
buffer 768A 




Store data 
analysis in 
memory 747 

~~r~ 

Is there a 
request from 
client 750 ? 

| Yes 



Send requested 
data to b uffer 768B 



Transmit data 
to client 750 



Update 
statistics 
table 




Packet 
size 



CRC 
errors 




Priority 
level 



No 



815 



Etc. 



Use info to 
control phys, 
relays, switches 



^ End ^ 



FIG. 6E 



Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



15/18 




Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



16/18 



la 





















25 






3 







o 




co 







OS 



1^ 



I 

A 



|V6 



CU trs 



CO 



04 



CO CNj, 

assl 



pq 

I— H 



Title: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 



17/18 




Tide: NETWORK TAP WITH INTEGRATED CIRCUITRY 
Inventor: Stephen C. Gordy, Henry D. Poelstra, Robert W. Otis and Thomas L. Gallatin 

Docket No.: 15436.204.3 




